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Getting In The Back Door
A GUIDE TO SOMEPOPULAR OPERATING SYSTEMS

by Mike Salerno

( hijj'j art* four p
i.;p Li Lri t oprr.nl ing systems on DEC maehi ii.es

that are supported by DEC. Two of these, TO PS- 10 and

IQPS-20, run on the KUO and the K.SI0 30 hi i machines'

1 fDPB- 1 0 also mns on i he older KA 1 0 and K E EO, The other two
art UNIX ami VMS for die VAX, and PDP-J ] series. The
VAX isa 32 bit machine, with a 32 hii virtualaddress space. The
POP- 1 1 is also a 32 1 : i 1 machine. VMS is a very intricate

opcial i ng sysICPX wiih iis Loup5ioles, as sum will see.

TOPS-
1 0 is a P opens! idg system lhiiL uses live octal numbers

to identify *' <l

iLsei'“ or "accoiint ", This is usually printed in the

form of [565,. 1

3 ]
The first number tells which "project” the user

belongs fo.and ihe second is which "programmer’ the user is.

Passwords are any printing character u p to 6 eha ractc rs loutr,

containing only upper ease alpli&bct its. Also associated wilh

the project programmer h-iimbcr (fTN) is ihe username, or

"user lED”. This Is usually cither a department iiiiine. u: a

personal name. Now, wc all \ i low what «nis people like doing,

t.e. using parts of their name en
1 department as their password

(usually initials, or first names,), Hie only problem i lu'i i remains

is how to get these usernames, right?W rong! TO PS- 1 Ij i* une of
the lew operating systems, besides TOPS^iO, I hid lets you do a
few things wldle nol lugged tn, t his includes running a program
called SYSTA'I that will give yen various performance

statistics, along with a list ofusers on tlie system. If this system

is running version 7 of L'OFS-H). you can use SVSTAT to give

you whal you want. J ust type "SYS']'AT US " This will give a

shoii listing, giving utily users on the system and their

USCfAtutUiSi Useful, isn't it? Jftlie version is previous to version

7, you Oil n get a SYS 1'AT and 1 ben, using thejob number in the

left to I umn
,
type "P J OEi n” where "n'f is the user Isjob number,

I h is wi II give yon his userna me. I f [Si is is too ledituis ,
i ypr

"QUEUE". This will show you a list of users who have enlcrcd

print and hatch i ctjursis, along with their username, "o login,

jnst type "I .06i I IN
|L

, a space, and 1 hr "HPN ” wil h a comma

.

Really taking ifivei is no! easy, unless you’ve worked with

1'QPS- it) l or a wii ilc . Tlicrc am u few uneem nts I hut might have

been left with (lie default password s sel
,

I ike
[ 1 ,3

1
pc issword

OLD or OLD1.IB,
1 1 ,4] password SYS or SYSLIU, [1,5J

password NF.W nr YFW].[Tf, [6.6] password MAIM' or

FIX IT. or FIX 1 1 . uud [7 ,7J password f>PER orO PR

.

f ike I 'O PS- IU, I X>FS-20[ allows you to do tin tain things

which are helpful to hackers, Accounts on TO PS-20 are up to

iLlphiinLinrnTioeharaeleis ineltid irift hyphens and ' or periods

passwords are 1 lie same . To login
,
ityjsc " 1 .00 EX ".. a space, the

USCniume, a space, and the password . Tlve passwoivl will ni>l

Sfchb SYS I A l ean be run whether you’re logged in or nol uti.

must machines; if the liosr is mi ARP.AXct. use FINGER to

give a list of users on tlic .system, along wilh their personal

names! Them arc Pol mil ny privi Ieyed accounts that wi II have

their pfl^swurd wt to something obvious, but. one may he

MAIN I ur I’-S or I I ELD. with a passwoid FIX IT. FlX-lt. or
VIA [NT; If Lhe host is or. ARPANct and yon can login. |ry

FTP, which stands lor E 'tie Transfer Protocol, With l hii, you
ea a Im nsl'i- r- files I rum a noLlier host or. AR PANet to 1 lit one
yoftVc cm, or vice verst. You have to have an aceouui and
password to use on t he other system, bin guess wlm i? TOPS-21J
systems all have an AXON YMOll R SQtOufl! that any person

using P E P dull log into, willl ii uy password

!

UNIX is a pretty simple Operating system, buL has some
pretty good soCutlI y tneasures. I he only way you can get full file

uiXOss, ur any other privilege is by issuing the BE! com mand and
entering the appropriate password, which (E lolievel is the

"root ' accou nt’s passweu d . Accounts ant I [sisswi n tls ,ai l- sloi td

in teat form
,

i n the d i rcctcuy "/ ele
1

' in t he file *' passwd Al I the

passwords are coded in .such a way that there is nn way io

decode them, live program responsible for Checking these

passwords codes the password you give, I hen cheeks ii aga i nsi

the already coded password scored i n i In; ,fi le, T he on ly time the

real password is handled hv the cdnlpuler is when the user

himselfsets it. All (lie fields i n 1 he password file are separated by

a Culon. Tire first field Ls the username, the second the

password, if there is no password two coinns after the

username IheT. that account car. Lie inggeri into without a

password, borne of these may he "help" nr "Ecam” which

actually may Let you into the system's command level, '['lie

account “sync" is used to synchronise things so that UNIX can

be craihed i neverera sin a U N LX system, it may leave the d isks in

an undesirable slate). One useful accou at which is usually left

wilh no password is "who" which will give you a list uf users un
the system, jiL\t like ry pi ug "who"a l the comma i>d level wou Id

.

You ea n sen 1

1

i hrddgh i htwts a nd wse if you ea n : ind an account
with no password , Or pa ri of the ti sernunic as 1 he pitsswocd. If

fhisfdoosnY work, then Irang it up. One thing about UMX— it

thinks uppir ari4 lower case ure- diffuTem, 3 his allows tor iiir

names and even passwonla in upper and lower case!

VMS stands foi Viuutil Memory Syslem. lire VAX's 32 hiL

('f gigabytes!) vi ri: iiii I address space is exploded fully by VMS.
Tire la l roduction of the new VAX SlUUIj with the s ;jcclI of ton i

VAX TKI's is an impressive rnnvc by DRt '. This system should

he able to support up, in 256 users One "goud” thing

(depending on ytiur poi nr os view) h bout VMS is I hat 1 1 IcLs you
do nothin? without first logging in, If llw system has only been

In operation for about 6 months oi so,' tfiCni is ti good chance
thnl tire default accounts supplied with VMS are s(i'l there.

I hesc include tnc system maiiagci s account !>Y S I G-M wi l.h the

password MANAGER, the field .uirme aecuti nt I'UI-LD with

passwoul fvERVECl'-, and Lhe system program rest account

SYSTCST with password UE'l'P. Ail these accaunis either

have fu II privileges or have the privi leges to givi; themselves full

privileges, if you can’t access same files from FIELD or

SYST'LSr. ihis is because you’re the laiier; To give them to

yourself, just lype "Sli'l RREX-’ESS; FREWa I Once you
have full privileges, you can run the sysrem program
AU 1 1 lOK I L L: . I his program wi IL afltyw yim i o print userna nres,

owners, cic.
,
a nd inseit new usci s. You ta n ntti print passwords,

since the Logi n p i Ligtnm wanks Ii ke UM X 's tines. 1
1' Lhe VAX is

hnokctl into QECN’ET, which is DEC's suppmrtid lairwnrk,

you 'can aeoes’i any unprotected 1 i le on any "nHule" on Lire

network.

Cue thing about [DEC’S machines is inai lbey Can all

romnumiciUe with one another. Usaig E l'l[FRN'FT L ym.i crtfl

CdniSts’a to. send mail to; anti cransfei files inuud front almost

any other IDLE.' system fhcrC shouiil i>e on line he p for Hie

network!just type HF.E.P,
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LETTERS TO US
tWJWft

3 Chiift lhi k.xK 5 LKin ynu rtn?i ,cd lucm Uss September from thtCryakil TuLice
opmnor j; erne of the noosi vidcfc- asked iKcsc davs in li^ii^ cT Lbs La
cl« involving an operator, Mr. Teunpidis. Tht nnnrer' te l, M rJ. The lint
amendment proiccis. mou OOmrounimtiena short or pcumolMU rht violaLion of
.owa by specific aciioAt iLaapjdkoticm ta hjlklin boards r, eOmpkcHod Ivy the
oixcrtaim nature or computer romniLioiiAliOn. h’ewsjttfefj arc mart peoniued
Lhdn radio [caiicnt bnuuie um lrtdiliomrl Iheury »>s ihat ihe gwHRi»«nt can
Ngulaw rhea Mw Mws since theyiit a Jimittd resource* |>J zcjfj Labor. icnnrly a™ effeci <g Ilm-aLing the IWOuice amerci mm pensive ohi*. Wifi bulieiin
soandA he Liea'ctf like radio AUliOfie or newspapers',1 Only tone will te|L

L.:l s. tiy ri dilfncnl approach, Qiminai Liw jepttully retjjires “ipeili rca“ ctr

Ijuidy knowledge to lore mraivi an be convicted ofa crime. The psopr nsurof
a ponngm jil.ic bOukMnrecaru»l bt M>nvirted.nf posting nbsoene biyjks jcil
bccauselheygro in tht yore. Tlxrtrnuit be proof Unit he ccihe knew the books
vie re obscene. Likewise^an opera furcam nnt bo prosecuted doc inlWmlLaui cm
his/her board unltss Ihere t proofor knowledge of Lhc ronteou ol the message
lh question. Mart thin fcno«d.odBe is required, There used llyirnisl to intent -p
mnum: a crime. I fn Metro rate isnn ypur bulktin hurt^sid yuuda not knew
whether it is valid d nvd. il setrov difficult tu pro^e then you have the iriioul to
Oommi-. aliens, or lonid and obCI corneous- else 10 vorrenit a erhre, ].osl Ihc
rtuJcrfake tins At a guarantee that (here v-J| he nAproSMtiiiun, ilis impcinmit to
w_d I . li l ii . 1 1 1 -

1

1 C !it(kmrots fi frhi J I crimes ran he i^i^blbhcd by c ifc ijirwifln I'i.-i-

evidence. This mee**. m short, that if a. jury believes o pioscctitork Argument
llial Ok nnke- he/ she demons rased SLifJirienc to eunblish that the ekfCofaid
Wsta-5 the fire. Lf ilm Ocmlras af a bulletin board artclesislyihrelTons erfj*op]c
CO steal money, computer lime, teleconamunLcalioei services, elc., e c»n be
nrjilted chai (ho Opoiabar imud hove wen Ihe messages, hcEwlheir iiiawi, and
wilfullyaided and abedled ihe iierjKtmlcci of at b+ni criminal aictmpis. ifM |
enmes.

trspc Ljc: tvo pamyajilrjiticm sneontmC m cnrhoLher, thenW icsiyoJthe lav
o ns. jriFadoacal maftBian hi;- been made manifesS. Ah csvry I v.--o r always
sotc. m condusiem, the uil.,vnnal:on herein ojfercd is jeaernl. and ivorih about
a. or ihc tvjcier hea fOid fee it, Spccirir- gijtslioits ate fifsi cioiusseo: vil li ^
defense oClomey. More general irdomnatiori will appear m IN.- n.rit issue of
CovMCtfntr ,-? '"ew.'nur/.ve, which wilLcnnwiri a Cose study rrfthc'Tcimpidis caw

Jay Kloomlkiker, fjuj,

[Jirntur, NidloftJ Cmler fiir fjnniptiner Crime Tlulu

i, , . ,
1.05 Aiiprlrs

Ihur *nJli:

si y faverite Hdb. .Mht remplc ..f lbA at The oyso;, s M.,.d Jap
’.rd ^here- iic a number nl l.n>nrds. imiluili.-i; piranurmril, I'nHin bc-uTil.
phr=z.k-rs, ghihv buiri, ind S.1.IM E b:<ut. ii runi ar-allcm-sil ( iRBS j>d L: hns

hir|

C C
'
l*T'ly UKrS D zm[ 5 :™p ’ T dbcum a 1.x t.r intertKinfc

llw -GCt Guy
AlftAi

Dear Tvtsiil|r -hi,- Himdren JJo fst. J

Is il samelli^ vodid ordidul do Lhn miglit Mix rcas.1,1 yo„ haver Voted
Eaiylink Iuiek1

? If so, pkiw fcinK koo^-.

r

7111
-

(« dllj'p* nolc in my bisylink rn.iilh
Dffi*ICWD)anu I will ht .moraflun Hippy io Hiuwer any^ucsiluiu fchil y:m mny
hnVC.

hiincerdy,

Johrt hirnBel«ub

, u ,
.

Vviwitm Union
I irpr Jotoi:

l
7
ke.ue leave ns i jiLu. alane. You iscopie j p e iVxilt

Jlvariftifl:

p

lr rcsr i

!

nw lr->'-o'i d-ti:lc oa fcnlrcsi rwtes, I wouM liisc to tid » jiK tv efir/n.
. have notieeriA Hk II Tt pair ody op-,iiiL; up a foiimsj Ion: loiakelliCfhupH and
Ijrmp ii bool i.;>Mj When she epenvd il

,
she nook cme kervhdd stuck iLon iSc

rtf’' k'"* ir *yt «f ‘he ftvomnJ Icmed ii twiW clockwise. i'k„ insoned oryjdbt r
>eyat [Ie fr onl. lunint dial counler ekvkwis: and pulled wii. and voilo! S|>- put
ihe bOtl wilh cbi'ac I ho?: Ihkco.o btlpjoa nut.

A Iso. at one iume.. I Oiajcd W3jl I £12and I uni a ntwmg. iiYJtere is i Itnl tfsingJ?

hhrturdT
cVtirSecluf;

If nV rwAAt answered n ny hour cf Ihe dayor night, Ihen odds Arc u’s wme
kimj of a test rvjml’ier,

JJmrJBM:
Fiave ymicsVr wandtJio knetw wt|*| oily a phane mnnbtr is located inV [l^

t-avyc All yon rKtd to know is il* Arts code. Lhe desired prefix, and how n
.., pvch

on yyvnr Itychaorve* telephone. (You dv haxe iCuEhtonr*, dcmY you?)
hiippose that we lirnl 2lJ??35f.C7 wrilteo. dour, it our nates hucyionY. know

vlicne ii V Iv.-alrc!. Put cm your Irkc vc.ce.. turn dtvwn LIk Pint Floyd, and mil
your Isse,idlylocal taupOMCrhTSJ uperasoe, When (sjhe answers, «.y, “Name
place pt#K, 2 1

W75.” iTie will 3-way to o Kmc A F-Cctfinp op m aicji rode
d id, vho will chenjuby celt you the locaLioo sjocslion. Cn this (iwst. the teLeo
: cmesvitl loll y.jj" l.c-.s Angeles, California"

1

, which yuu priibnh’VKn'p.ctcJ all
along. They will exen call you “siTI Just 1

1

,ink-van have 14J UP iwc Lelto
clcifonsida kmdline teSmsVjsa Sautbeni CaliTutmu. IsoV ihb phun?!

Another Ibing: so<A{ phulke: Loink ilw loops rxisLonly j n Ihc Untied Suites or
Anemia. Au corn raiee, Pirrie! Mere 0 :v somt Jcmps the Crai- While b'Crth,
Mom real 10 be spccifc. The arm ectfe is J 14 and the pailtm is NXK -| |S4 ,'

| |oy|
Some orel iSte knassm to be verting are JSd.. :lT4, i5J6. d7R, Jd 1 , TtJ 73S. Tjq
and 5.1S, 3T4-I |^d,i

| rOS is niityounrf 1o be a |ihrt?ik hootgouL
A cstvcSJ, however: oft*

.
ycu will gee Mymtofle uho spealw KrrtKh. [f you

con i speok J-'rcxh. then., eallarwihcr laap. Keep nimind Ihinliese loupiare
.on.g ditnncc (unless jgyj iMppen tu liw in Mfnlnuif. so dcsl rom op vour
phone hill calling them. DaiY ri.tr, op somecmeelseV phunc bLd.-efoliorfalthoogh
tv toy otic knuua thal maul. Upannd trig2iiW rfidccvncrerbrcib 1 > kiwi. These
mops 01 c oHon ty.isy. so ier? Irying.

Bob f/aiuma
Jh^rlOlW:

A re any cfyon r iC^dtrs famiLirvn h the Imlerru-iciml IJayof the PlironkT I I's

fln nnnLi. event ihit's been gning om Tor a-hhUL Ibrcf yean r.ov. wui, grawiru;
supp-arl eocli 1

1

O 10 Or the llrsi K 01 nrday after ih day (this year slim woo id be
Saturday, A|jri' hj). phene phnenks all oner the storld ‘'.p:l lo^cibcr'' end do
Fonny Ibings to |d t:nK bompubies oil osyr i.hrvcchi! I vcytan asoKinic phnlks
kriut-lwil out a (sprint Mlrllite link l,y ropcalcdlycalli,^ ih'o Himrorcess mniibor
wdh she nan-je code lioai many different eities at oboe l| wjyg^jc phony

Perhaps yrai resekn ran nuggcsi elms fur Lhis yen. “hcliday" Algo, dco-s
anvanc krsciv, of j similarday rm computer hackcrt? I Ih nk i: sakm pU’rt 1 n the
Tali. 1 Phreofs tar- ouldo hackers any cay. ay she v+,y!i

,. ... Katln-r
1 >r«r p p Ihcw:

I'liis is Lrjlv horrible Du keep 'jv iofermtd ih^jen
IV«t?6W:

I vc b:on s I_1 , . :'|J; j . L.

r

njyhts In cefyv ot>Jc rinjwh y whciKver sctmeoAv gi>oa
our k. nal ionwide soiM ref num-aer (in nrs adsyrtuement or h rrdio ibnw| they
a yii r oul two—ono for callers o.iiyij.: Licir si.itr. and cck for callfrs
wn hiii. Why canV fhi phofx cnmjuny gjwp ibem nne r/jmlioi (or bcdhV [i pV^J*
be -ihaaper L'he f.rss way, ctxsideriisg rl^i ir-slate :alls j,,v uf:cn dLscctimcd
lOpamtely rrom cross-slast 'Lills, h-.i cVdij noh folks ..vc I HM haw a se;u rsne WKt
number for ihf in-slate calls. Ynu'd Ihink Lhai ihey voyild rather pey more fo.
unc mmjbcr j.nd -rorifust ihi:n publk !ll«. Or i+m.i'ij ibu'v?

]lr->.4 iinii4 r

I Jrtir InwMTK:

1 Hhs Lo do^ich Larilis. 3n.»mtJtULcH, -iliir-^ so ri<li^nloub- Ihui Lbs :.ii iinj

his ?i> whip parLi?.cq «i>^mjUKr Jlai* .n cmltr fur iherr. in I.m;

delivered within the cflntf state! Sinoiter acditii ace the roik with phenr*
fljpKtaLli; now- after It* breakup, .fieneraffjr; i\ an Sttl ehelimujc end in a U, 3JC .

9J2_ it 1 likely rlit c^£bJ1 4̂
!

:.c
, cmly wm k.s wjihin ihc >ia ir and nai lUiLirumlly.

I n other -.vnrds jlY tn-cn Ihe lelecit ihat hasc besn soiling the rule/ of Iw'h
numbers far rhr sainr: thing, I lui\ been changing, thnugh. hNS alloww
pmclica IlyrWiy uwirxr tn be used ns hp.SOO numli^ ngjni less ofegchdujje This
allows fiir loiaor kltcr numbbeii (iOCdJlA 1 .1 1 I th>DTrLL.L."JP rtc jind also
allows Iho sure hmisVn-rs 10 be us:d ol (w or the counin Vj :t snould tmn
look-Thc less ccmfusirSj, Ntwy get some skr?

AswMart oursecondyearofpublishing, we can 7 help hut notice the tremendous amount of
reader response and article submissions we're getting, (bur IVS5 issues will reflect this and
wind up being more interesting, informative

,
and diverse. You , too, can he a part of this.

you think you have anything at all to lend to this publication, write or call (our front nave
teils you how).

24
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WE'D l IKE ro 1 HAMK EVERYONE

Wi lO'S RF.EN SENDING us 71 IE&F

HaV PH&NE CAKIJS TROVi ALA

OV:n (HE COUNTRY HAVE

OU'TF A ODU.&CTIOT NOW. -A'F

ODN'T EVEN KNOW H'Ji'i
1 This

GOT STAtfTEO. SINCE we NEVER

ASKED ecn THEr/ MAKE SURE

YOU OF 1 OPERATOR PEPlVllSSKJN
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OFF A VVORK.NO prone IN
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SOS - Emergency dial l_6j
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